VTBEPXKJIAIO

HMHCTPYKIUA
corpyanuxkos MBOY «COMI Ne63» r. I'posnoro,
OCYIIECTBISIIOIIMX 00padoTKY NepcoHaIbHbIX TaHHbIX

1. OG1mue NoJ0KEeHHH

1.1. Hacrosmas MHcTpykuus pa3paboTaHa B COOTBETCTBHH C:

- DesepabHBIM  3aKoHOM OT 27.07.2006 Ne 152-@3 «O mnepcoHalbHBIX
JaHHBIX» (nanee — @3-152);

- MMocTaHoBnenueM IlpaButensctea P® or 01.112012 Ne 1119 «006
yTBEPKAEHUU TpeOOBaHMH K 3alMTe MEPCOHATBHBIX JAHHBIX MPH HX o0paboTke B
UH()OPMALIMOHHBIX CHCTEMAaX II€PCOHATTBHBIX TaHHBIX ),

- TlonokeHneM 06 06GpaboTKe M 3alllMTe MEPCOHATBHBIX naHHbX B MBOY
«COILI Ne 63» r. I'posnoro (nanee — [Tonoxenue).

1.2. Hacrostmast MIHCTPYKLMs ycTaHaBaMBaeT Ut cotpyanikos MBOY «COL
Ne 63» r. I'posHoro (aanee — OO), ocyuecTsoWMX 00pabOTKy NEPCOHANbHBIX
NaHHBIX, TpeOOBaHWUA M TpaBWia, OOsA3aTeNbHbIE VIS MCIOMHCHHA B LEIAX
obecrieueHus 0€30TaCHOCTH NEPCOHAIBHBIX JIAHHBIX.

1.3. Jledicteue HacTosimieii MHCTpyKUMHM pacnpoCTpaHAeTCs Ha  BCEX
cotpyaHukoB OO, TOMyILEHHBIX K 00padOoTKe NepCOHANbHBIX JaHHBIX B COOTBETCTEHH
C YTBEPIKIEHHBIM IIPUKA30M MEPEUHEM [JO/DKHOCTEH.

1.4. Cotpyauuk OO, npuctynarommii Kk 00paboTke nepcoHalbHbIX NaHHbIX,
00s13aH 03HAKOMHUTLCs ¢ HacTosieil MHctpykuumei, [lonoxeHnem, a Takke HHbIMH
JOKaJIbHBIMH HOpMATHBHBIMU akTamMu OO, peryinupyromHuMHi BOMPOCH 00paboTku u
3alUTHI IEPCOHATLHBIX JaHHbIX.

1.5. He3uauue HacTosieil MHCTpYKIMH He OCBOOOXIaeT COTPyAHHMKa OT
OTBETCTBEHHOCTH 3a HapylleHWe 3akoHozxartenbcTBa Poccuiickoit denepauri 0
MepCOHANBHBIX AAHHBIX H TOKAILHBIX HOpMATHBHBIX akT0B OO.

2. OcHOBHBbIE NOHATHH H TEPMHHBI



2.1. B mHacrosmieii MHCTpPYKUMH HCMOJIB3YIOTCA TMOHATHA M TEPMUHBI,
onpenenennsie B ®3-152 u [lonoxenuu.

2.2. KiioueBsle TepPMHHBI: MEpPCOHATbHbIE IaHHbIE, Onepatop, 00paboTKa
MepCOHANBHBIX JaHHbIX, WMHQOpPMALMOHHAS CUCTEMA MNEPCOHANBHBIX JaHHBIX
(MUCI1[ln), 3amura NepcoHaTbHBIX JaHHBIX, KOH(OUAEHIHATBHOCTL NEPCOHATBHDIX
JTAHHbIX.

3. [IpaBa 1 00513aHHOCTH COTPYAHHUKA

3.1. CoTpyIHHK, OCYIIECTBIAIOMMIA 00pabOTKy nepcoHanbHbIX 1aHHBIX, HMECT
npaso:

Tonyyare OT IMIa, OTBETCTBEHHOTO 3a OpraHusauuio  obpaboTku
epCOHANBHBIX JaHHbIX B OO, pa3bsiCHEHHS 110 BONPOCaM, CBA3aHHBIM C 00paboTKOM
¥ 3a1UTON MepCOHAIbHBIX JIAHHBIX.

TpennaraTh Mepbl 110 COBEPLIEHCTBOBAHMIO MpOLEAyp 00pabOTKH M 3alUThL
NepCOHAIbHBIX JaHHBIX.

3.2. COTpyIHHMK, OCYLIECTBIsIOWNN 0OpabOTKy MepCOHAIbHbBIX [aHHbIX,
o0s3aH:

—  3Hare W coGmogate Tpebopanus @3-152, Ilonoxenus, HacroslueH
MHCTPYKLMM M HHBIX JIOKATBHBIX HOPMATHBHBIX akToB OO, perynipyroinx BOMpOCH
00pabOTKM M 3aIUMTHI IEPCOHAJIBHBIX AaHHBIX;

—  obpabaTbiBaTh MepcOHATbHBIE JAHHBIE TOJNBKO B LE/AX, OMPEAC/ICHHBIX
[TonokeHHEM ¥ JOJDKHOCTHOM HHCTPYKIIHEH,

—  He pasrjamarh NepcoHalbHbIe JaHHBIE, CTABIIME U3BECTHBIMU B CBA3U C
MCTIOJTHEHUEM TPY/0BbIX 00S3aHHOCTEIH;

—  coobw@ark JIMIy, OTBETCTBEHHOMY 3a OpraHusauuio 00paboTKH
MepCOHANBHBIX JAHHBIX, 000 BeeX CilydasX HapylleHus TpeGoBaHHI Oe30MacHOCTH
NepCOHAIBHBIX JaHHBIX, a Takke O (akrax HeCaHKUMOHMPOBAHHOrO N0CTyMa K
NepCOHAIBHBIM JIaHHBIM;

—  He J0NycKaTh K MepcOHabHBIM [aHHbIM JIMIl, HE HMEIOLIMX TpaBa
JOCTYIA K HUM;

—  HCMONIB30BaTh II€PCOHANBHBIE JaHHBIE TOJIBKO /IS BBIOJHEHHA CBOMX
JIOJDKHOCTHBIX 00A3aHHOCTEH ;

—  obecneunBaTh KOHQUOAECHIMANBHOCTh MEPCOHATBHBIX JTaHHBIX;

—  cobmomare TpeGoBaHMA MO  3allMTe MEPCOHATBHBIX  NAHHBIX,
yCTaHOBJIEHHBIE B pa3jene 5 HacTosAmel MHCTpyKunu;

—  OBHIIIATH CBOl ypOBeHb 3HaHWH B 006nMacTH OOpabOTKM M 3aIIUTEI
NepCOHANIbHBIX JTaHHBIX.

4. llopsinok 06pabOTKH NEPCOHAJBHBIX JaHHBIX

4.1. O6paboTKa MmepcoHABHBIX JaHHBIX OCYIIECTBIAETCS TOJBKO € COITacHs
cyObeKTa TEepCOHANbHBIX MJAHHBIX (WIH €ro 3aKOHHOrO npeacTaBuTeNls), 3a



MCKITIOYEHHEM  CJIyyaeB, [PEeAyCMOTPEHHBIX 3aKOHONATEeJhCTBOM  PoccHiickoi
Denepauuu.

4.2. Tlonydyenue cornacus Ha 00pa0OTKy MEpPCOHAIBHBIX  JAHHBIX
OCYIIECTBIIAETCS B TUCbMEHHON GOpMe B COOTBETCTBHM C (JOpMaMH, YTBEPKICHHBIMH
B OO.

4.3. OO6paboTka [MEPCOHANBHBIX [JaHHBIX JO/KHA OBITb ~ OrpaHHYeHa
JOCTHKEHHEM KOHKPETHEIX, 3apaHee OnpeIeleHHbIX H 3aKOHHBIX LeNeH.

4.4 CoTpynHUK 00s3aH:

—  OpH MONyYEHWH MEPCOHAIBHBIX JAHHBIX OT CyObeKTa (ero 3aKOHHOIO
IpeACTABUTENS ) Pa3bACHUTH LieIH 00pabOTKH NMePCOHAbHBIX JaHHBIX M ITPEAIONKNTh
o3HakomutThes [lonoxkenunem,

—  O3HAKOMHTH CyObEeKTa WIM €ro TpeACTaBUTENs C TpaBaMu CyObexTa,
yCTaHOBJIEHHbIMU 152 —D3;

—  NpOM3BOAMTHL COOP TONBKO TEX JAHHBIX, KOTOPbIE HEOOXOAMMBI IS LeICH
oOpaboTtku;

—  YTOYHAThH, OJOKMpPOBaTb MM YHMYTOXKATh IEPCOHANIBHBIE [aHHBIC B
clyuae, eClTi OHH TOMy4Y€HHbIE IPECTYIHLIM Iy TeM, SBIAIOTCA HEMO/IHBIMH,

—  XpaHMTh OPUIHHANIBI COTNIACHii CyOBEKTOB Ha NMpaBo 0OPabOTKH JaHHbIX
B [IAlIKaX COTIACHO HAMPABIEHHOCTH (JIOKyMEHTe yyaluecs, J0KyMEHTbI pa0OTHHKOB
uT..).

4.5. TIpu 06paboTke NEPCOHAIBHBIX AAHHBIX COTPYAHUK 00s3aH MCTIONB30BATh
cpeicTBa 3alMThl MH(QOPMALMH, TNpeLyCMOTpeHHble [lonoXeHHeM M HHBIMH
JIOKaJbHBIMU HOpMaTHBHBIMU akTamu OO.

4.6. IIpu oOpaboTke nepcoHaNbHBIX JAHHBIX HE JOIMYCKAETCA:

—  WCIMOJIb30BAHHE MEPCOHATBHBIX JAaHHBIX B IENIAX, HECOBMECTHMBIX C
LesisiMu cOopa NepcoHanbHbIX JaHHBIX,

—  00paboTKa u30BITOUYHBIX MEPCOHATBHBIX JaHHBIX, TO €CTh MNEPCOHAIBHBIX
JaHHBIX, HE ABISIOMINXCA HEOOXOAMMBIMHU IS 3aABJIEHHBIX Leneil 06paboTKu;

—  BKJIIOYEHHE B OOIIEAOCTYNHbIE HCTOYHHKH MEPCOHANbHBIX [1aHHBIX
IEPCOHAIbHBIX JaHHBIX, KOTOPBIE HE MOJUIEKAT PACKPBITHIO HEOTPAHUYEHHOMY KpYyTy
T

—  mepejaya [JaHHBIX TPETbHM JMUAM U4 Leleid, He CBA3AHHBIX C
NEeATEeIbHOCTbIO TMMHA3HH.

4.7. Ilepenaua nepcoOHaNbHBIX JAHHBIX TPETHUM JIMIAM JOMYCKAETCA TONBKO B
clydasx, MpeayCMOTPEHHBIX 3aKoHozatenbcTBoM Poccuiickoit denepauuu, H c
cornacusi cyObeKTa TMepCOHANbHBIX JAHHBIX (MM €ro 3aKOHHOrO npeicTaBuTes),
€ClTi UHOE He YCTaHOBJICHO 3aKOHOM.

4.8. VHWUYTOXEHHE TEPCOHATBHBIX [AHHBIX OCYILECTB/IAETCA B IOPAJKE,
YCTaHOBJIEHHOM 3aKoHoIaTelbcTBOM Poccuiickoit  denepauun 1 JIOKaIbHBIMU
HopMaTuBHBIMHU akTamu OO.

5. TpeGoBaHMA K 3aLUMTE NEPCOHATBHBIX JAHHbIX

5.1. B uenax obecneyeHus 0e30MaCHOCTH MEPCOHATBHBIX JaHHBIX COTPY AHMKH
00s3aHbI:



5.1.1. B oTHOWIEHHUH TOKYMEHTOB, COJepKallluX [1ePCOHA/IbHBIEC JaHHbIEC:

—  XpaHHTh JOKYMEHTbl, COJepXKallye IepPCOHATbHbIE JaHHbIC, B
3anuparolmxcs mkapax, ceiihax umM crneuxansbHO 000pyA0BaHHBIX MOMELIEHUAX,
JOCTYT K KOTOPBIM OIpaHUY€eH;

—  ofecrneunBaTh COXPaHHOCTh Kitodeii oT mKados, ceitpo u nomelueHni,
a Take He JIONyCKaTh UX Nepejavy Juiam, He UMEIOLIUM TpaBa J0CTyna,

—  He OCTaBJATb JOKYMEHTBI, COfepKallie MepcoHasbHbIE JiaHHbIe, Oe3
[PUCMOTpPa, 0COOEHHO B MeCTaxX, NOCTYIHBIX JUIsi TOCTOPOHHUX JIHLL,

—  YHMYTOXATh WM 00E31MYMBaTh NMEPCOHAIBHBIC JIaHHble HA OyMaXKHBIX
HOCHTEJISX MOC/Ie HCTeUeHHMs CPOKA X XpaHeHust IH60 TOCTHKEHHS i 00padoTKH,
obecrieunBas HEBO3MOYKHOCTb MX BOCCTAHOBJIEHH .

5.1.2. Ilpu pabote ¢ [I9BM u nHdopManOHHBIMUA CUCTEMaMH TIEPCOHATBHbBIX
nanubIx (MUCI1n):

—  BBIMOJHATH BXOJ B CHCTEMY TOJBKO TMOCIE JIMYHOH ABTOpH3ALUM C
MCIIONIb30BAHHEM YHMKAIBHOIO JIOTHHA W CIIOXKHOTO Maposis, KOTOPbIH JO/DKEH
PEryJIApPHO MEHSATHCS B COOTBETCTBHH C YCTAHOBJIGHHBIMH TPeOOBAHHAMHU,

—  He coobmars naponu goctyna k [I19BM u UCIT/In apyrum nuuam;

—  Gnokupoath (3aBepmats ceaHc) [I9BM npu octaBienun pabouero
MecTa, a)e Ha KOPOTKOE BpeMS,

—  He ycraHaBnuBaTk Ha [IDBM HecaHKIMOHMPOBAHHOE IPOTPAMMHOC
obecneueHue;

—  ucnonb3oBath [I9BM u UCII/IH TONbKO Ui BEINTOJIHEHUA 10JDKHOCTHBIX
0053aHHOCTEH U B LeJIAX, NpexycMOTpeHHbIX I1o0KeHHEM.

5.1.3. Cobnronarh npaBuia MCMONb30BaHMs CeTH MHTEpHET W 3IIEKTPOHHOM
TIOYTBL, B TOM YHCIIE:

—  He mocem@ars BeDO-CalThl, COAEPKAHME KOTOPBIX MOMKET IOBIIEYD
sapaxenne MWCII[JH  BpENOHOCHBIM  NPOrpaMMHBIM  ODecredeHHeM WK
HEeCaHKIIMOHMPOBAHHBIN JOCTYM K JIaHHBIM;

—  He OTKpBIBATh MOJI03PUTEIbHBIE BJIOXEHHA JJEKTPOHHOW MOYTHl U HE
nepexoaAuTh M0 COMHUTENIBHBIM CChLIKaM,

—  perynspHO OOHOBJIATH AHTHBMPYCHOE MNPOrpaMMHOE ObecrneueHHe U
MHbIE CPeCTBA 3aLUTH HHPOPMALIUY;

—  coobmaTh 000 BceX MHIMIEHTaXx HH(POPMAIMOHHOKH 0e30MacHOCTH
(Momo3peHUe Ha 3apakeHHe BUPYCOM, MOMBITKH HECAHKLUHMOHHPOBAHHOTO N0CTYNa H
T.11.) JIMLY, OTBETCTBEHHOMY 3a obecneyeHure 0€30NacHOCTH NePCOHAIbHBIX TaHHbIX;

—  BHOCHTb U3MEHEHHs U paboTaTh ¢ JaHHBIMHU KacaloluXcs MepCOHATBHBIX
IAHHBIX, TONBKO TMpPH JIMYHOW aBTOpU3ALMUHM C MOATBEPXKICHUEM KOIOM M3 CMC-
coobuieHus (aByxdakTopHas ayTeHTU(HKALHNSA).

5.1.4. B oTHOLIeHUM cheMHBIX Hocutenedl uHpopmauuu (USB-HakonuTenn,
CD/DVD-aUCKH U T.IL.):

—  HCIONB30BaTh CbEMHbIE HOCHTENM  MH(OpMAUMH  TOJbKO  MpH
HeOOXOMMMOCTH ¥ C pa3pellleHHs Juua, OTBETCTBEHHOTro 3a obecreueHue
©€e30MacHOCTH MePCOHANIbHBIX JaHHBIX;



—  nepel MCTOJNb30BAHUEM CHEMHOrO HOCHMTENs MH(pOpMauuy IpOBEpATH
ero Ha HaJMyKe BPEIOHOCHOrO MPOrpaMMHOro o0ecreueH s ;

—  XpaHMTb CheMHble HOCHTenM HHpopMalnu B O€30MacHOM MeCTE,
UCKJIIOYAIOIIEM HECAHKLIMOHUPOBAHHBIN AOCTYI K HUM.

5.2. CoTpyaHHUKaM 3anpeliaeTcs:

5.2.1. Ucnionb30BaTh  He3alUILIEHHBIE KaHaJlbl CBA3M  UId  Nepenaqu
MEePCOHATBHBIX JIaHHBIX.

5.2.2. Pasrnamatk nepcoHallbHble [aHHbIE, CTABIIME HW3BECTHBIMU B CBA3M C
MCTIOJTHEHHEM TPYA0BBIX 00f13aHHOCTEH, B TOM YHCIIe OCIe NPEeKpalieHus TPy /10BOro
J0roBopa.

6. OTBeTCTBEHHOCTD 32 HapyleHHe HacTosied UHeTpyKkumn

6.1. Corpymauku OO, He BBIIOJHAOLYE TpeOOBaHKA HacTosLeH MHCTPyKLMH,
HECYyT OTBETCTBEHHOCTh B COOTBETCTBMM C 3aKOHOJATENbCTBOM Poccuiickoi
denepalliy ¥ TPYIOBBIM J0TOBOPOM.

7. 3aKJI04YHTeJdbHbIE MOJI0XKEeHUA

7.1. Hacrosimass WHCTpyKUUs BCTyIlaeT B CHIy CO JHA €€ YTBEPIKACHHUS
mupextopom OO.

7.2. VI3MeHeHWs W JOMOJIHEHUS B HACTOALLYH0 MHCTpyKUHMIO BHOCATCA B
NOpPsZIKe, YCTAHOBJICHHOM JUIsl €€ NPUHATHSA U YTBEPXKICHHA.

OTBETCTBEHHBIH 32 OpraHU3aLUI0
00pabOTKH MEePCOHANBHBIX JAHHBIX B
MBOYVY «COIL Ne63» r. I'po3Horo I1.Y .Hcaesa

(1OKHOCTD) (moanuce) ' (MHHMIHANTBI, HaMUITHA )



